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Security Services
CODE OF PRACTICE FOR CAMERAS USED IN TEACHING/LEARNING
ENVIRONMENTS 

Introduction

This Code of Practice covers all cameras installed on LJMU premises for purposes other than security surveillance, and will be known as operational cameras for the purpose of this document. Security Surveillance is covered in a separate document entitled Code of Practice for CCTV Systems.

Purpose 

The purpose of this Code of Practice is to provide:

· Consistency of usage of such cameras across the University
· Transparency of their usage

· That changes of usage are documented

· That essential security controls are in place

· That communication takes place with those affected by camera installation prior to installation
Usage of Cameras

Operational cameras are primarily used for observational purposes allowing for the provision of a quality service to staff and students in the local areas where they are installed. This being the case the main reasons for installation and usage are to: 

1. Provide quality technical support for learning (such as remote fault finding & correction)
2. Assist with accommodation/room usage & space management (such as finding alternative accommodation in the case of equipment failure, conducting usage audits)

3. Provide learning and assessment materials for students (such as recording of assessments, role plays, interview skills etc.)
4. Provide additional security for expensive equipment in response to alarm activation (cameras would auto record if a security breach was detected).
Operational cameras deal with real time images only in uses 1 and 2 above. However, images will be recorded for the creation of learning/assessment materials (use 3) where permission has been obtained in advance from the individuals concerned, and for security purposes (use 4). 

These cameras will not be used for performance review of individual members of staff without their prior permission. 

Audio recording and monitoring will be camera specific and will only be used for a legitimate reason and approved by the designated person.

If, however, the Head of Security should have good cause to suspect that an illegal or unauthorised action(s) is/are taking place, or about to take place in an area covered by an operational camera, then the relevant camera will be linked to the security surveillance system. Any such monitoring will only be carried out for a limited and reasonable amount of time consistent with the objectives of the monitoring, and only for a specific unauthorised activity. All such occasions will be fully documented showing who made the decision to use covert monitoring and why.

Consultation

Before any cameras are installed, meaningful consultation must take place with the individuals, or their representatives, who will work &/or study in the areas concerned to ensure that they are made aware of the rationale behind the camera(s) installation and the usage of the system.

Access Security

Appropriate security controls will be established to ensure that all cameras operating across all networks or systems can be accessed/viewed only by those expressly entitled to do so.  These controls will relate both to clear roles and responsibilities of individuals and to technical features.
Roles and Responsibilities:

· Overall responsibility for the use of operational cameras within any area rests with the appropriate Dean/PVC

· Deans/PVCs will delegate authority for the management of operational cameras to one or more principal technical officers who will maintain and develop the system and who will liaise with colleagues in CIS re network usage (where applicable).
· Identified staff will access the cameras as part of their duties and will ensure that access to images adheres strictly to the above purposes.
· Staff access privileges will be restricted to those required for their designated roles

· Staff will ensure that camera usernames and passwords remain confidential

The following will apply:

· Prior to using an operational camera that is to be connected to the main LJMU network, the principal technical officer for that area will identify to the CIS Networks team, the network point to which the camera will be connected.
· Available security features on each camera will be enabled prior to use (e.g. the default camera username and password should not be left unchanged)

· The principal technical officer and CIS Networks team (where applicable) will identify the IP addresses of each camera within a group and the IP address(es) of the workstation(s) entitled to view camera images for that group.
· Any recorded images (use 3, above) will be stored securely, released only to those entitled to use them, and retained for the minimum necessary period.  Recorded images no longer required will be permanently deleted.
Data Protection Act (DPA)
The principles of the Data Protection Act 1998 will be adhered to and any future changes of legislation will be taken into account. Personal data will be processed in accordance with the rights of data subjects under the Data Protection Act 1998. 
Members of staff, students and visitors have a right to request access to images of themselves if they have been captured by an operational camera, subject to the payment of the relevant fee (currently £10).  Any such request must be made in writing to the University’s Data Protection Officer who will deal with the matter promptly and in any case within 40 days. Personal data may be withheld from a person making a subject access request where it has been adjudged that to disclose would prejudice the detection of crime or the apprehension and prosecution of offenders

Freedom of Information (FOIA)
Any request from an individual seeking their own image under the FOIA will be treated as a request under the DPA.  Any request from someone other than the data subject will be dealt with under the FOIA.  Requests for information under the FOIA must be made in writing to the Data Protection Officer.
Misuse of the System, Complaints and Breach of the Code
A copy of the code of practice is available on the University’s website. Any complaint in relation to use of the operational cameras will be investigated in line with the established University disciplinary procedures for staff and students. 
Complaints in relation to the disclosure of images should be addressed to the University Data Protection Officer.
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