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1. INTRODUCTION  
 

The School 

The School of Computing and Mathematical Sciences, Liverpool John Moores University, is a 

dynamic centre for academic research and has one of the UK Research Council funded networks 

of Excellence in postgraduate research training in Networking and Computing [1]. The Schoolôs 

research interests cover all areas of: 

¶ Distributed Multimedia Systems Engineering 

¶ Information Systems  

¶ Mathematics Education  

¶ Neural Computation and Statistics  

The School offers excellent facilities for research, including specialist laboratories with the state-

of-the-art hardware and software, a stimulating working environment, and an excellent studentsô 

support and supervision structure.  Staff and students widely disseminate their research findings 

through participation at key international research gatherings, and publication in peer-reviewed 

journals. Further information concerning the Schoolôs research activities can be found at: 

http://www.ljmu.ac.uk/cmp/research/. 

2. RESEARCH PROGRAMMES  

The School of Computing and Mathematical Sciences offers opportunities for research degrees 

in all of its research groups.  The normal entrance requirement for research is a good honours 

degree or postgraduate qualification in a related field.  The research degrees awarded by the 

School are Master of Philosophy (MPhil) and Doctor of Philosophy (PhD).  An MPhil 

programme normally lasts for up to two years, and the PhD lasts for up to three years, in full 

time mode.  Part-time programmes in all these areas are also possible, with a longer duration of 

study. 

2.1 Research Proposals and Enquiri es 

Ideas for projects from prospective students and/or academic or industrial partners are welcome 

in all of the above areas.  For a further discussion or suggestions for projects, please contact: 

 

Professor Qi. Shi,  

Head of Research 

Tel: +44 (0)151 231 2272 

Email: q.shi@ljmu.ac.uk 

Fax:  +44 (0)151 207 4594 

 

2.2 Applications for Research Degree 
 

Application form for a Research degree can be found at 

http://www.ljmu.ac.uk/RGSO/100087.htm completed applications should be forwarded to: 

 

Miss Lucy Tweedle 

Research Administrator 

Tel: +44 (0)151 231 2602 

Email: L.A.Tweedle@ljmu.ac.uk 

http://www.cms.livjm.ac.uk/pgnet
http://www.ljmu.ac.uk/cmp/research/
mailto:q.shi@ljmu.ac.uk
http://www.ljmu.ac.uk/RGSO/100087.htm
mailto:L.A.Tweedle@ljmu.ac.uk
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Fax:  +44 (0)151 207 4594 

 

3. TAUGHT MSC COURSES 

Postgraduate taught MSc programmes offered by the School of Computing and Mathematical 

Sciences include:  

¶ MSc in Advanced Computer Studies 

¶ MSc in Computer Animation and Visualisation 

¶ MSc in Computer Forensics 

¶ MSc in Computing and Information Systems 

¶ MSc in Computer Games Technology 

¶ MSc in Web Computing 

¶ MSc in Computer Network Security 

¶ MSc in Wireless and Mobile Computing 

These courses are offered on both full and part-time mode of studies, with normal duration of 1 

and 2 years respectively. The School also offers online MSc programmes, which include: 

¶ MSc in Computing and ICT 

¶ MSc in Information Systems 

¶ MSc in Network Security 

For further information on our MSc courses, please refer to our MSc prospectus. 

3.1 Applications for Taught MSc. Courses 

For information about how to apply for the MSc. courses or any further related enquiry, please 

contact: 

 

Mrs Lucy Wilson 

Admissions Information Officer 

 

Tel: +44 (0)151 231 2507 

Email: L.E.Wilson@ljmu.ac.uk 

Fax: +44 (0)151 207 4594 

Web site: http://www.ljmu.ac.uk/cmp/ 

  

mailto:L.A.Tweedle@ljmu.ac.uk
http://www.ljmu.ac.uk/cmp/
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4. COLLABORATING INSTITUTIONS  

The School of Computing and Mathematical Sciences has a strong track record of collaboration 

with industry, and we are proud to be working with a variety of organisations from industry, 

academia and government across the world. A selection of the organisations and initiatives that 

the School has partnerships with are presented below. 

 

BBC Research & Development 

 

Panasonic 

 

Engineering and Physical Sciences 
Research Council 

 

Thales Research & Technology (UK) 
Ltd 

 

World Information Technology 
and Services Alliance 

 

Onteca 

 

Centre for the Protection of 
National Infrastructure 

 

Networked European Software & 
Services Initiative 

 

Selex Communications 

 

Warning, Advice and Reporting 
Points 

 

Interoperability for Smart Homes 
and Communities 

 

Ludwig-Maxmilians-Universität 
München 

 

Forsigs 

 

Zhejiang University 
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5. RESEARCH IN THE SCHOOL OF COMPUTING  

The School is a dynamic centre for academic research in computing, providing a vibrant research 

environment for postgraduate studies, and offering a dedicated high-end computing research 

infrastructure including: Advanced Networking, Networked Appliances, security and cloud 

computing research laboratories. These facilities including; hardware, software and networks are 

constantly upgraded to fulfil the needs of our state-of-the-art research projects. Also, a dedicated 

technical and administrative team supports the Schoolôs research community.  

The School has over 49 members of staff and 5 Professors, Reader and 9 visiting and research 

fellows all supporting over 45 PhD students working on a range of Computing and Mathematical 

Sciences topics including;  

¶ Network Systems 

¶ Network Security  

¶ Applied Computing 

¶ Computer Gaming  

¶ Statistics and Neural Computing 

The School holds research funding from a number of national and international bodies including: 

EU and EPSRC. Researchers and academic staff actively participate in many world-leading 

international and national events and publish in peer-reviewed international journals. At the last 

Research Assessment Exercise (RAEô08), 50% of our research activities were judged to reach a 

world-class or internationally-leading (4* or 3*) quality standard.  

Further information concerning the Schoolôs research activities can be found at: 

http://www.ljmu.ac.uk/cmp/research/.  

6. THEMATIC FOCUS AND ORGANISATION  

Research in the School is organised and managed through a set of research laboratories. 

Research under each theme follows an experimental research ethos to developing principled 

tools and techniques for the design, modelling, analysis and management of networked 

computational software/data/media intensive systems. This includes research into mechanisms to 

narrow the gap between the theory and practice of emerging ICT, and facilitating their 

introduction in business environments via and including technology and knowledge transfer.  

6.1 Networked Appliances Laboratory  

[Lead: Prof. M. Merabti]  

This laboratory focuses on general internetworking research, with a specific focus on building 

systems and frameworks for networked appliances solutions and services bringing together a 

unique blend of research in (1) mobile/wireless networking, (2) sensor networks, and (3) ad-hoc 

networks. In addition, this laboratory focuses on novel integration and interoperation 

mechanisms to support emerging mobile ad-hoc, personal area networking and sensor and 

actuator networks.  

As outlined in Appendix 1, all core projects in the laboratory are externally funded (EPSRC, 

EU), which include  

¶ A Monitoring and Controlling Framework for Wireless Sensor/Actor Networks 

(EPSRC-Funded) 

http://www.ljmu.ac.uk/cmp/research/
http://www.cms.livjm.ac.uk/nal
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¶ PUCsec: Security techniques based on component composition in a personal 

ubiquitous computing environment (EPSRC-funded). 

¶ HCI-Fun: Making information technology more usable to the public (EPSRC-

Funded) 

¶ PGNet: EPSRC-funded Network of Excellence on the convergence of 

telecommunications, networking and broadcasting 

Full details on current research projects and postgraduate research projects can be found on the 

NAL site http://www.cms.livjm.ac.uk/nal/, at http://www.ljmu.ac.uk/cmp/research/84345.htm, or 

in Appendix 1 

6.2  Network Security Laboratory 

[Leads: Prof. Qi Shi]  

This laboratory focuses on finding theoretically sound and practically effective solutions in three 

main areas: (1) secure systems/networks composition, (2) secure and fair exchange of valuable 

information, and (3) network intrusion detection. The team has developed a range of research 

results, notably a new framework has been developed to protect appliances from code with 

security flaws by integrating direct code analysis and secure systems composition techniques, 

and a novel approach to digital rights management. Such results have led to high-quality journal 

publication, external funded projects and industrial exploitations such as with Thales Ltd.  

Current research interest includes:  

¶ Network security 

o Networked appliance security 

o Wireless sensor network security 

o Secure component composition 

o Distributed and mobile intrusion detection 

o Peer-to-peer networking security 

o Mobile ad-hoc network security 

o Identity management in mobile ad-hoc networks 

¶ Forensics 

o Fast large-capacity disc analysis 

o Network-based and distributed forensic analysis 

o Digital forensic processes 

o Social-networking analysis and forensics 

o Automated large-scale forensics 

¶ Digital Human Life Memories 

o Peer-to-peer human life memory storage and sharing 

o Automated reasoning about shared digital memories 

o Community-based peer-to-peer structures for human life memories 

Full details on current research projects and postgraduate research project can be found at 

http://www.ljmu.ac.uk/cmp/research/84345.htm, in Appendix 2, or on the NISTL website 

http://www.cms.livjm.ac.uk/nistl. 

http://www.cms.livjm.ac.uk/nal/
http://www.ljmu.ac.uk/cmp/research/84345.htm
http://www.cms.livjm.ac.uk/nistl
http://www.ljmu.ac.uk/cmp/research/84345.htm
http://www.cms.livjm.ac.uk/nistl
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6.3  Computer Games Technology Laboratory  

[Lead: Prof. A. El Rhalibi]  

This laboratory focuses on (1) multiplayer online games, (2) games middleware and tools 

development, and (3) game artificial intelligence. Amongst, the many novel results developed 

here are: a new distributed peer-to-peer architecture for multiplayer online games, which has 

attracted substantial interest and on-going BBC-funding. The work also has a direct impact on 

the other two subjects of our research, internetworking and security, for the integration of digital 

games with physical appliances.  

Research projects hosted by the Laboratory include: 

¶ Java 3D Games Web-Based Online Deployment 

¶ Web-Based 3D Games Engine Middleware and Level Editor Development 

¶ MediaPlayer Development for Games Console 

¶ Development of Engine for Emerging Dynamic Storytelling 

¶ Body Sensor Networks for Predicting Potential Champions 

¶ A Model-Driven Framework to Support óSerious Gamesô Development 

¶ Dynamic Creation of Objects and Behaviours in Heterogeneous Virtual Environments 

¶ DISE: Dynamic Interactive Storytelling Engine 

¶ State Synchronisation System for Distributed Peer-to-Peer Networked Multiplayer 

Games 

¶ Scalability Study of Massively Multiplayer Online Games 

Full details on current projects and postgraduate research project can be found at 

http://www.cms.livjm.ac.uk/research/res_projects.htm or in appendix 3 

6.4  Distributed and Autonomic Software Engineering Laboratory  

[Lead: Prof. A. Taleb-Bendiab] 

This laboratory focuses on research into tools and techniques for principled design of (1) 

autonomic and self-organising software engineering, (2) Internet of Services, (3) adaptive 

information systems design, (4) decision and risk modelling and (5) HCI for Whole Body 

Interaction. The research specifically targets a set of application domains including decision 

modelling for e-commerce, e-health and e-governance applications.  

Full details on current projects and postgraduate research project can be found at 

http://www.ljmu.ac.uk/cmp/research/84345.htm, in Appendix 4, or on the DASEL website 

http://www.cms.livjm.ac.uk/taleb/research/. 

6.5  Statistics and Neural Computing 

[Lead: Prof. P.J. Lisboa] 

This group has a long-standing involvement in both theoretical research and the application of 

statistical and pattern recognition methods to real world problems. The group is engaged in 

collaborative research with industry and on the development of new algorithms for geological 

image segmentation, facial identification, financial data analysis and prediction, and quantitative 

analysis of electronic commerce systems and processes. In medical related research, the group 

has a strong presence in the characterisation and visualisation of Magnetic Resonance Spectra, 

for Tumour identification, as well as the modelling of breast cancer survival, to generate 

prognostic indices. 

http://www.cms.livjm.ac.uk/research/res_projects.htm
http://www.cms.livjm.ac.uk/taleb/research/
http://www.ljmu.ac.uk/cmp/research/84345.htm
http://www.cms.livjm.ac.uk/taleb/research/
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Current Projects 

¶ Statistical Analysis of Biological Assay Data 

¶ Experimental Design for Spatially Correlated Data 

¶ Statistical Analysis of Nuclear Magnetic Resonance Spectra for Tumour Detection 

¶ Prognosis for Breast Cancer following Surgery 

¶ Characterisation of Electronic Commerce Markets by means of Neural Network Based 

Market Segmentation Techniques  

Full details on current projects and postgraduate research project can be found at 

http://www.ljmu.ac.uk/cmp/research/84345.htm, or in Appendix 5. 

http://www.ljmu.ac.uk/cmp/research/84345.htm
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7. APPENDICES  

APPENDIX 1: NETWORKED APPLIANCES LABORATORY  
 

 

Networked Appliance Laboratory 

 

The Networked Appliances Laboratory (NAL) research focuses on advanced research into wired 

and wireless communication and protocols to create solutions in home networking and 

entertainment systems; ubiquitous computing and biofeedback processing and control; and 

sensor networking and environmental monitoring. Current research projects are listed below. 

1. Home Healthcare and Lifestyle Management  

Research Team: Dr. Paul Fergus, Mr. Arshad Haroon, Prof. Madjid Merabti, Prof. A. Taleb-

Bendiab 

Advances in technology and the increased use of home medical devices, will revolutionise the 

way public healthcare is provided and administered. Homes and their associated networks in 

conjunction with such devices will take over many mundane healthcare tasks and manage new 

and enriched lifestyle choices that affect our overall quality of life. Through the combination of 

wireless and fixed networking infrastructures 

explicit links will form between the home and its 

devices and medical installations, such as 

hospitals. Through these interconnected networks 

new real-time healthcare management systems will 

emerge that continually provide information and 

react to adverse or unusual medical conditions 

received from occupants within the home.  

This project presents a new method to 

implementing networked medical devices within 

the home capable of monitoring data received 

from an individual, which could then be accessed 

within the home and medical installations. The 

developed framework provides runtime support for plug and play capabilities, and aid 

interoperability between heterogeneous services they provide that can self-adapt to 

environmental changes. This enables the evaluation of new designs, which demonstrates how 

state changes in the human body can be used to discover and control networked devices or alert a 

healthcare practitioner of the event. To achieve this we use an ECG sensor, a camera, a mobile 

device and a high-end visual display unit. The ECG sensor provides a service capable of taking 

ECG readings and making that data available within the network. The camera is used to stream 

images of the patient to either the mobile device or the visual display. The mobile device is 

carried by a medical practitioner, whilst the visual display is located in the practitionerôs place of 

work. 
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http://www.cms.livjm.ac.uk/nal
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2. Whole Body Interaction: The Body as a Digital Device 

Research Team: Dr. Paul Fergus, Dr. Kashif Kifayat, Mr. Mubasher Paracha, Dr. David 

England, Prof. Madjid Merabti, Prof. A. Taleb-Bendiab 

Computational devices have become mobile and interactions with such 

devices are varied. They offer a multitude of functionality where 

multimedia plays a big part where technological boundaries are pushed. 

This is not only about multimedia content alone but also to do with the fact 

that we are social creatures and we want our technology to form part of our 

social interactions. In parallel the ability to overcome physical disabilities 

and eradicate debilitating illnesses is being 

realised through the use of advances within 

technology. Many of these advances within 

sensor networking and particularly RFID have 

already shown us how we might achieve this. We see such devices 

being implanted within the human body to monitor and administer 

treatments to patients allowing compensatory changes to be made to 

improve health. Using biofeedback devices physiological data can be 

collected and wireless passed to users and healthcare practitioners. 

From the many active research projects around the evidence is 

mounting that suggests the human body is being continually 

augmented with wireless digital devices. Albeit many approaches focus 

on an individual aspect of human body augmentation, however through the collective work 

carried out by all; the most complex digital device will emerge, that of the human body 

augmented with potentially millions of wireless devices.  

3. A Body Sensor Network and Gaming Platform for Dynamically Adapting 

Physiotherapy Treatments 

Research Team: Dr. Paul Fergus, Dr. Kashif Kifayat, Prof. Madjid Merabti, Prof. A. Taleb-

Bendiab 

Recent technological advances in Micro Electro 

Mechanical Systems (MEMS) have enabled the 

design of low-cost, lightweight sensor nodes 

capable of sensing, processing and 

communicating different types of data. These 

tiny sensor nodes leverage the ideas found in 

Wireless Sensor Networks (WSNs) and this has 

lead to a large number of applications in the 

health sector. For example, telemonitoring is 

used to track, monitor and manage patient 

psychophysical data and help in the 

administration of drugs in hospitals. In this paper 

we present a novel framework that exploits these ideas further, were body area WSNs and 

gaming have been combined to assist in physiotherapy treatments for patients with physical 

disabilities or ailments. The proposed framework has three main components, the body area 

WSN, the game, and the data acquisition manager. The body WSN is fixed to the patientôs body 

and data is collected and stored in real-time. This data in parallel is feed directly into the control 

services allowing gaming objects, i.e. virtual representations of patientôs, to controlled by 

physically moving his/her body parts. Whilst the patient plays the game, data is regularly 

collected from body sensor nodes. This allows real-time data from sensor nodes to be used by the 

game to adjust game levels according to the medical status of the patient. This allows treatments 
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to be automatically adapted to maximise physiotherapy treatments and speed up recovery. The 

proposed framework has been evaluated using a physiotherapy case study for arthritic hip and 

knee pain.  

5. An Advanced Framework for Whole Body Interaction 

Research Team: Dr. Paul Fergus, Dr. Kashif Kifayat, Mr. Arshad Haroon, Prof. Madjid 

Merabti, Prof. A. Taleb-Bendiab 

This project forms part of the Networked Appliances Laboratory and is 

focused on the integrating all the research sub-sections carried out to 

develop an open, and highly scalable framework to allow all solutions 

to be seamlessly interconnected. whole Body Interaction has emerged 

in recent years as a discipline that integrates the physical, 

physiological, cognitive and emotional aspects of a personôs complete 

interaction with a digital environment. In this paper we present a 

framework to handle the integration of the complex of input signals 

and the feedback required to support such interaction. The framework 

is based on the principles of Autonomic Computing and aims to provide adaptation and 

robustness in the management of whole body interaction. Finally we present some example case 

studies of how such a framework could be used.  

6. Remote Physiotherapy Treatments using Wireless Body Sensor Networks 

Research Team: Dr. Paul Fergus, Dr. Kashif Kifayat, Prof. Madjid Merabti, Prof. A. Taleb-

Bendiab 

This project is focused on the use of information and 

communications technology within the home to help 

manage and treat debilitating illnesses that require 

physiotherapy treatments. Technology plays an 

important role in both primary and secondary 

healthcare. With widespread use of mobile devices and 

ubiquitous communications, new and novel platforms 

are emerging to administer care. Ordinary and everyday 

appliances used in the home are becoming integral 

components within these platforms and this could 

potentially revolutionise how health related information 

is monitored, accessed and used to administer better 

treatments. Despite the many challenges that exist, such 

platforms will allow for better exploitation of 

networked devices to provide benefits to 

patients with conditions, such as arthritis 

and back pain. Currently these conditions 

are treated through physiotherapy sessions 

in the community, which are often costly 

and difficult to resource. Physiotherapists 

alternate between patients. This means that 

assessments are sporadic and subjective. 

 

Body Area Sensor Network Services Bus

Service Interfaces

Graph 3D 2D

Visualisations Frameworks

Service Composition
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7. Healthcare Sensor Networks and Services for the Medical Home 

Research Team: Dr. Paul Fergus, Mr. Arshad Haroon, Prof. Madjid Merabti, Prof. A. Taleb-

Bendiab 

This project is focused on the use 

of information and 

communications technology 

within the home to help manage 

and treat debilitating illnesses 

that require physiotherapy 

treatments. Mobile and Internet 

technologies have changed to 

way we communicate each other 

and are beginning to challenging 

the whole notion of distance.  

Technology now allows us to 

develop applications were 

devices, that are often distinctly 

different, can be more easily 

connected together to create new 

possibilities. One area where this is evident is in the 

provisioning of healthcare services in a wider context that are 

not solely dependent on locality and specialised units. For 

example, the medical home could see the convergence of 

home life and medical services to care and cater for people 

with any number of healthcare requirements. The aim is to 

embed devices (inner and out body sensors, and home 

environment monitoring systems) within the home to collect 

data that can be used to significantly improve the quality of 

life of patients requiring medical attention.  

8. Understanding: A 3D Visualisation Internet Support for Palliative Care 

Research Team: Dr. Paul Fergus, Mr. Amjad Shaheed, Prof. Madjid Merabti, Prof. A. Taleb-

Bendiab 

This project is focused on the use of information and 

communications technology within the home to help 

manage and treat debilitating illnesses that require 

physiotherapy treatments. In recent years major 

advances have been made towards improving the 

clinical care of terminally ill patients, including pain 

control and management. However, as reported in the 

literature further attention should be focussed on 

improved methods and practices to cater for the 

psychosocial needs of terminally ill children. In 

particular, many believe that if such needs are not 

adequately catered for it can lead to secondary complications like depression, and a host of 

emotional states such as fear and isolation, which often exacerbates a patientsô condition and 

worsens their end of life experience.  

Home and Medical Device Network

Service Integration Framework

Application Specific Services

Technology Adapter

Gymnasium Network

Application 1

Application 2

Application 3

Application Specific Services

Technology Adapter Technology Adapter Technology Adapter

Healthcare Network

Technology Adapter Technology Adapter Technology Adapter Technology Adapter
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For further information please contact: 

Prof. M. Merabti  

Head of NAL 
 

School of Computing and Mathematical 

Sciences 

Liverpool John Moores University 

Byrom Street, Liverpool L3 3AF, UK. 

 

Phone: +044 (0)151 231 2104 

Fax: 0151 207 4594 

M.Merabti@ljmu.ac.uk 

Prof. Q.Shi 

Head of Research 
 

School of Computing and Mathematical 

Sciences 

Liverpool John Moores University 

Byrom Street, Liverpool, L3 3AF, UK.  

 

Phone: +44 (0) 151 231 2272 

Fax: +44 (0) 151 207 4594 

Q.Shi@ljmu.ac.uk  

mailto:M.Merabti@ljmu.ac.uk
mailto:A.Talebbendiab@ljmu.ac.uk
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APPENDIX 2: NETWORK &  INFORMATION SECURITY TECHNOLOGY 

LABORATORY  
 

Network & Information Security Technology 

Laboratory 
 

The focus of the Network & Information Security Technology Laboratory falls into two main 

complementary areas: that of network security itself, and also digital forensics. Both of these are 

important and growing research areas. 

Our research in Networked Appliances and multimedia networking is undertaken in 

collaboration with the Networked Appliance Lab, encompassing such important networking and 

computing topics as networked appliances, wireless sensor networks, virtual environments, 

digital rights management, mobile and distributed intrusion detection systems, secure component 

composition and security protocols. We have a number of projects in this area related to wireless 

sensor network security, ad hoc and peer-to-peer networking, dynamic security policy 

reconciliation, fair document exchange protocols, visualisation techniques and Wimax 

authentication. In the area of mobile ad-hoc and peer-to-peer networking we have specific 

projects related to identity management, reputation schemes and digital rights management. We 

have expertise in mobile ad hoc and sensor networks using Sun SPOT devices and are also 

collaborating with Thales Research and Technology (UK) Ltd. on EPSRC-funded work to build 

security analysis tools in dynamic environments. Such dynamic environments range from home 

networked appliance installations through to critical infrastructure networks. 

The overall vision is the creation of dynamic security tools for next generation networks that 

bring us closer to a secure Internet of Things. Our work in this area is supported through our 

active involvement with various initiatives, including the NESSI (Networked European Software 

and Services Initiative) Trust, Security and Dependability Working Group, the Cyber-Security 

Knowledge Transfer Network and the Secure Software Dependability Working Group, amongst 

others. We have built links with various organizations for collaboration in this area, including 

Selex Communications, CPNI (Centre for the Protection of National Infrastructure), NWEGG 

(North-West E-Government Group) and TRT (UK). Through these collaborative activities we 

recently completed the development of a WARP (Warning, Advice and Reporting Point) for 

local government in the North West. 

Digital Forensics is a relatively new and rapidly growing research area. The School is 

undertaking ground-breaking research related to fast large-capacity disc analysis, network-based 

and distributed forensic analysis, social network analysis and digital forensic procedures. The 

forsigs digital forensic analysis technique that was developed by the School has resulted in the 

creation of a commercial spin-off operation, developing the methods for use by police forces in 

the UK. Successful work in email social network analysis has resulted in software tools that are 

now being extended to look at other communication and social networking systems. Other 

projects being undertaken by the School in the areas of digital forensics include forensics in 

distributed environments (across multiple networked computers) and the development of robust 

forensic procedures. For example, procedures that can be used by companies that may have 

different priorities to those associated with police investigations. The School is also developing 

automated forensic techniques able to address the complexities of modern large-scale forensic 

investigations. 

http://www.cms.livjm.ac.uk/nistl
http://www.cms.livjm.ac.uk/nistl
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The lab is involved in a variety of projects funded both internally and externally, and in 

collaboration with a number of industrial partners. A selection of these are detailed below. 

1. Secure Component Composition for Personal Ubiquitous Computing 

Research Team: Prof. Madjid Merabti, Prof. Qi Shi, Dr. Bob Askwith, Dr. David Llewellyn-

Jones 

Ubiquitous Computing represents an exciting vision of how 

computing will develop in the future. What's more, we can already 

see the changes that have been made towards the vision, with mobile 

phones, location awareness and wireless home networking becoming 

ubiquitous. Personal Ubiquitous Computing is therefore becoming 

increasingly realistic. 

In the broadest sense, the aim of this project is to bridge the gap 

between the essential need for security in the fluid networked 

environment afforded by personal ubiquitous computing, with the 

restrictions imposed by a framework in which users cannot be 

expected to necessarily understand the intricacies of the security 

measures needed to maintain it. 

Within this context, security is hugely important if personal ubiquitous computing is to become a 

reality. The project therefore aims to tackle this difficult problem by looking at secure 

component composition techniques. The aim is to develop the theory and frameworks in order to 

provide run-time evaluation 

and control of an overall 

networked system based on its 

components. 

An extendable software 

framework should allow for 

advances, for example in the 

development of new secure 

component composition 

techniques, to be integrated 

into the system, thus maintaining both security and cost effectiveness of the overall system. The 

project is funded by the EPSRC.  

2. Community-Based Digital Rights Management 

Research Team: Prof. Madjid Merabti, Prof. Qi Shi, Dr. Bob Askwith, Dr. David Llewellyn-

Jones 

The topic of Digital Rights Management, or 

DRM, is one that tends to polarises people. 

Some feel that it's a necessary method used to 

allow the distribution of digital media whilst 

providing legitimate safeguards against piracy, 

whereas others feel it is a wholly restrictive 

technology that penalises legitimate 

consumers more than it does those distributing material illegally. 

The reality is that DRM has sensible and legitimate uses that everyone can benefit from (e.g. the 

embedding of useful metadata into a file, or restricting the distribution of a document that is still 
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being worked on by several users) but can also be a blunt, ineffectual and unfair tool when used 

in the wrong way. 

Our work is largely focussed on the management side of DRM, rather than the detection or 

enforcement aspects. One particular project has been looking at the use of community digital 

rights management in peer-to-peer environments. The aim of the project is to develop DRM 

techniques that are enforced by the 

community itself, In this way, the 

enforcement of the proceess is 

ultimately tied to the perception of its 

legitimacy by the community as a 

whole. 

3. North West Government WARP 

Research Team: Prof. Madjid Merabti, Prof. Qi Shi, Dr. Bob Askwith 

The WARP scheme provides Warning, Advice and Reporting Points for 

various organisations across the UK and the World. The intention of the 

scheme is to allow security information to be shared across communities 

of similarly interested organisations. 

The North West Government WARP is operated by the School on behalf 

of NWEGG (North West E-Government Group). It provides a forum for 

Local Authorities in the North West of England to share their ICT 

security concerns through meetings, web spaces, and filtered warnings 

based on a profile of a memberôs concerns. The NWGWARP is sponsored by the CPNI (Centre 

for the Protection of National Infrastructure). 

4. Conference on Advances in Computer Security and Forensics 

Research Team: Prof. Madjid Merabti, Dr. John Haggerty 

Todayôs wide scale adoption of technology has 

brought many social and cultural benefits. Yet, it 

harbours many technical and social challenges. At 

the forefront of these is the protection of our systems and the public. Computer security aims to 

preserve a systemôs confidentiality, integrity and availability through a wide range of 

countermeasures. Computer forensics, on the other hand, attempts to ascribe culpability or 

responsibility for an event or set of events. There is a degree of overlap in the material used by 

both fields, albeit for different purposes. Therefore, both fields have much commonality and 

differences that may be shared to the benefit of their respective disciplines. 

The ACSF Conference is an annual event sponsored by the IET. It draws a wide range of 

participants from the national and international research 

community as well as current practitioners within the 

fields of both computer security and computer forensics. 

The conference is organised into a number of tracks led 

by both academics and practitioners, and includes refereed 

paper presentations, panel discussions and invited talks. 

More information about the conference can be found on 

the conference website: 

http://www.cms.livjm.ac.uk/acsf3/. 

http://www.cms.livjm.ac.uk/acsf3/
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5. Systems-of-Systems Security in Public Event Scenarios 

Research Team (LJMU) : Prof. Madjid Merabti, Prof. Qi Shi, Dr. Bob Askwith, Dr. David 

Llewellyn-Jones, Dr Bo Zhou, Dr Kashif Kifayat, Abdullahi Arabo, Oliver Drew 

Research Partners (TRT) : Dr. Adrian Waller, Dr. Glyn Jones, Dr. Rachel Craddock 

In any system-of-systems there is the potential for 

interactions between systems to occur that may affect 

the security of the overall system. Liverpool John 

Moores University has been working on a collaborative 

project with Thales Research and Technology (UK) Ltd. 

in the development of analysis tools and techniques that 

can be used to detect configurations of networked 

system-of-system that might result in adverse security 

consequences or unacceptably high security risks. As 

dynamic, heterogeneous, interoperating systems become 

more widespread, one of the most important and difficult challenges is to measure the security 

properties of the composed systems. 

The aim of the project is therefore the development of a practical method to 

measure the security properties of a composed system. In many situations, 

various entities need to work together in order to provide a joint service or 

accomplish a complex task. The components in the composed system could 

range from personal appliances in a small home network to government 

organisations involved in a massive event. Additionally, with the 

continuous development of computing and communication technologies, 

the reality of peopleôs lives is growing ever closer to the notion of 

ubiquitous computing. We can expect to see this kind of cooperation 

between system components occurring both more widely and more casually 

as time progresses. The need to maintain the security of systems-of-systems 

as their configuration changes dynamically is therefore of significant 

importance in order to allow seamless interoperation across organisations. 

6. Security in Wireless Sensor Networks 

Research Team: Prof. Madjid Merabti, Prof. Qi Shi, Dr. Bob Askwith, Dr. David Llewellyn-

Jones, Dr. Bo Zhou, Dr. Kashif Kifayat, Dr. Djamel Djenouri (Basic software Laboratory, 

CERIST, Algiers, Algeria), Mr. Benahmed Khelifa (Béchar University, Algeria) 

Wireless Sensor Networks are made up of multiple independent 

network nodes, each with sensing and wireless networking 

capabilities that are able to relay information about the 

environment back to a centralised data sink through the network. 

Often, a Wireless Sensor Network will utilise ad-hoc networking 

technologies in order to extend the range of the sensed area. 

Individual sensors are small, cheap and battery 

powered; ultimately the aim is to allow such 

sensors to be effectively disposable, so that new 

nodes can be easily deployed to replace those that 

fail due to power depletion or failure. 

Wireless Sensor Networks present many exciting 

and difficult challenges, especially in the area of 

security. Devices are low-powered with only 

limited computing capabilities; the overhead of 

Detection  

Reaction 

Prevention  
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any security measures must therefore be kept to a minimum. Any solution must be scalable and 

decentralised in order to satisfy the ad-hoc requirements of the network. However at the same 

time this must be balanced against the difficult security characteristics of the environment. 

Devices are physically accessible and a physical attack on a node may result in information 

disclosure or the introduction of impostors to the network. 

 In this challenging environment this project is aiming to develop novel security mechanisms that 

are applicable and effective in Wireless Sensor Networks. There are various areas within this 

domain we have been looking at, including key-distribution schemes, secure data aggregation, 

Wireless Sensor Network management and the identification of malicious nodes. 

7. Security of Peer-to-Peer Human Life Memory Systems 

Research Team: Prof. Madjid Merabti, Dr. David Llewellyn-Jones, Mr. Azizan Ismail, Mr. 

Haseeb Ur Rahman 

Increasing data storage capabilities and the 

appetite for capturing personal moments 

through images and sound has led to exciting 

developments in the area of digital life memory 

stores. Such stores can maintain personal 

records, photographs, videos and other files for 

future use as a óhuman life memoriesô 

database. A fascinating extension of this allows 

the sharing of such memories using networking 

capabilities, allowing family and friends to 

share memories with each other.  

At the School of Computing and Mathematical 

Sciences we are looking into this fascinating area from the perspective of networking and 

security. By extending digital human life memory stores beyond individuals, the potential arises 

to correlate information, discover relationships and collate memories in a collective manner. 

From a technical perspective peer-to-peer networking presents a sensible method for the storage 

and sharing of such large volumes of data. However, as a virtual network peer-to-peer systems 

also allow such relationships to be discovered automatically between individuals as well as 

between the memories of just one person. As such, we are developing a peer-to-peer networking 

system that allows human life memories to 

be stored, annotated and shared, in a 

manner that is much closer to the way 

memories are shared socially. The 

intention of the project is to answer some 

of the difficult questions that relate 

memories, networks and systems together, 

for the benefit of improving effectiveness 

of annotation, efficiency of networking 

and the security of the stored memories. 

8. Digital and Network Forensics 

Research Team: Prof. Madjid Merabti, Prof. Qi Shi, Dr. John Haggerty, Mr. Bret Lempereur, 

Mr. Rob Heggerty, Mrs Norulzahrah Mohd Zainudin 

Computer forensics applies the techniques of forensic investigation within the field of 

computing. It aims to explain the cause for an event or set of events, and accumulate evidence as 

a result in order to prove whether or not the particular event took place. 

Capture tools

Text, audio video 

and images

Scanner
Digital Video 

Camera

Web Camera

Mobile Phone

PDA

Web 

Browser

`

Jane 

Windows Platform`

`

`

 Peer 

Group A

JXTA Virtual 

Network

`

`

`

`

Peer 

Group B

Peer 

Group C 

Mark 

Linux Platform

Suzie

 Mac Platform

Peer 

ID101

Peer

 ID355

Peer 

ID7991 

Peer 

ID800 

have world 

cup videos

`

`

`

`

`

`



 19 

The area of computer forensics is a rapidly growing area, a situation 

that has precipitated due to the increasing use of computers both in 

order to perpetrate and ï more importantly ï to solve crimes. The 

School is actively involved in research advancing the field of digital 

and computer forensics, and has various projects in the area, a 

selection of which include the following. 

The development of forensic processes aimed at corporate computer 

forensic investigations for which it may not be possible or desirable to 

perform the same depth of investigation as might apply in a criminal case. 

Computer analysis techniques intended to search for and discover photographic evidence on hard 

drive images, using digital fingerprinting techniques. 

Automated analysis of communication and social 

networking information in order to discover 

interrelationships relevant to an investigation. 

Digital forensics across the network, considering the 

acquisition of forensic evidence in peer-to-peer and 

distributed computing systems. 

The work undertaken by the School in the area of 

digital forensics has resulted in a spin-off venture that 

is developing tools for use by police forces for crime 

detection and investigation. 

For further information please contact: 

7.1.1.1 Prof. Qi Shi 

Head of NISTL  

 

School of Computing and Mathematical 

Sciences 

Liverpool John Moores University 

Byrom Street, Liverpool L3 3AF, UK. 

 

Phone. +44 (0) 151 231 2106 

Fax. +44 (0) 151 207 4594 

Q.Shi@ljmu.ac.uk 
 

Prof. Q.Shi 

Head of Research 

 

School of Computing and Mathematical 

Sciences 

Liverpool John Moores University 

Byrom Street, Liverpool, L3 3AF, UK.  

 

Phone: +44 (0) 151 231 2722 

Fax: +44 (0) 151 207 4594 

Q.Shi@ljmu.ac.uk 
 

mailto:Q.Shi@ljmu.ac.uk
mailto:A.Talebbendiab@ljmu.ac.uk
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APPENDIX 3: COMPUTER GAMES TECHNOLOGY RESEARCH 

LABORATORY  

 

Computer Games Technology Laboratory 

 

The CGRL develops and applies new game technologies methods and algorithm to a range of 

problems. The group have internationally recognised expertise in game development, 

middleware and engine development, online game development and deployment, Peer-to-Peer 

technologies, applied Artificial Intelligence, interaction techniques between real and virtual 

environment, serious games technologies applied to education and training, and in digital 

interactive storytelling. A central theme of the groups work is technology leverage - the 

provision of software tools and technologies, which allow techniques to be developed, integrated 

and used effectively for a range of application. 

The CGRL has applied his experience in game development and middleware and engine 

development in a number of projects with BBC R&D, leading to the development of Homura 

Game Engine. The group has also applied his knowledge and expertise for the development of 

NetHomura, a networked game middleware supporting the development and online deployment 

of Multiplayer Online Games.  

CGRL has a strong interest in Peer-to-Peer technologies, and in particular how it could be used 

to support development of large scale MMOG, looking at the issues of architecture, protocol, 

scalability, communication and state consistency. In this context the group have devised and 

evaluated a number of architectures, and will use them for the deployment of MMOG prototype 

carried out in current and future projects. The group has an extensive experience in Artificial 

Intelligence and how it can be used to solve a very large number of problems using the latest AI 

technologies based on RBS, CSP, Genetic Algorithms, and other meta-heuristics techniques. 

Some new hybrid approaches have been developed and used in internal projects for Emotional 

NPC society and in Digital Interactive Storytelling. 

The general aim of the group is to build computing tools that provide a supportive function 

within an organisation, offering efficiency, economy, effectiveness and productivity gains. 

Capitalising on advanced games technologies, the work integrates new emerging technologies by 

drawing on work from several disciplines, such as engineering, computer science and 

psychology. 

In its basic and applied work, CGR Group has developed systems ranging from 'bespoke' 

applications to general games development systems and modelling tools for a range of clients 

including the BBC R&D and BBC Backstage. The approach adopted is interactive, employing 

user-centred, participative, and iterative design concepts. An important aspect of the work is 

concerned with developing large-scale software to support designers and game programmers as 

well as the public for UGC applications.  

The methodologies and algorithms developed by the group will see use within the game industry, 

broadcasting industry, animation technology, and within the education and training sectors - 

resulting in Game Engine, Digital Interactive Storytelling Engine, Game Network Middleware, 

and Automatic Educational Advising systems and Computer-Based training. The game engines 

developed are also used as educational tools not only at JMU but also in some UK universities. 

http://java.cms.livjm.ac.uk/homura/index.php  

http://java.cms.livjm.ac.uk/homura/index.php
http://java.cms.livjm.ac.uk/homura/index.php
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The group is involved in a number of projects internally and externally funded. CGRL is 

supported by the BBC R&D department, and have a number of projects, including those detailed 

below. 

1. Java 3D Games Web-Based Online Deployment 

Research Team: Prof. Abdennour El Rhalibi, Prof. Madjid Merabti, Mr. Carter, Mr. Chris 

Dennett, Mr. Simon Cooper, Mr. Mohd Hakim Sabri 

Industry Partner : BBC R&D, Dr. Marc Price 

 

The current project with BBC research is a project ñWeb-Based 3D Games Engine and Level 

Editorò which proposes the development of a 3D game engine and supporting middleware and 

IDE for implementing web-based 3D games for different platforms.  

The project has been carried out to plan, and a platform labelled Homura IDE has been 

developed to provide the IDE, level editors and a JME web-based 3D games engine. Homura is 

available for download as open source, and with all the tools here: 

http://java.cms.livjm.ac.uk/homura/. The functionalities of the engine provide a set of libraries, 

enabling the development of Java 3D games, with IDE and engine features. 

The work carried out so far has focused on the IDE and rendering engine, as well as designing 

games we believe would be of interest to test the functionalities of the engine and the IDE. The 

platform was completed May 2008, and we plan to extend the work developed so far.  

2. Web-Based 3D Games Engine Middleware and Level Editor 

Development 

Research Team: Prof. Abdennour El Rhalibi, Prof. Madjid Merabti , Mr. Chris Carter, Mr. 

Mohd Hakim Sabri, Mr. Chris Dennett, Mr. Simon Cooper 

Industry Partner : BBC R&D, Dr Marc Price 

This project proposes the development of a web-based 3D game engine and supporting 

middleware for different platforms including PC and game consoles such as PS3. The 

functionalities of the engine will provide a set of libraries enabling the development of game 

with the following functionalities: 

http://java.cms.livjm.ac.uk/homura/
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¶ Level Design and management (Loading, Displaying, resizing, Clipping, Scrolling, 

Tiling, Parallax effect) 

¶ Sprites and Game assets Management 

¶ Collision Detection 2D and 3D 

¶ Maths Library (vectors, Matrices, Quaternion, Euler / RK4) 

¶ 3D Model Loader or plugins to 3D modelling tool (e.g. 3DS Max) 

¶ Level of details (static, Dynamic) 

¶ Terrain generation (Heightmap, procedural) 

¶ Special Effects (lighting, shading, texturing, Weather effects) 

¶ Particles Systems engine 

¶ Physics (rigid body, water simulation) 

¶ Artificial Intelligence (FSM, PathFinding, Flocking) 

¶ Support for networking and multiplayer 

¶ Sound 

¶ Level editor to support design of a game including direct access to the engine 

functionalities and scripting 
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3. MediaPlayer Development for Games Console 

Research Team: Prof. Abdennour El Rhalibi, Prof. Madjid Merabti, Mr. John Richard Sherlock  

Industry Partner : BBC R&D, Dr Marc Price 

The objectives of this project proposal are to investigate the technologies and develop the 

infrastructure to support on-demand TV services with gaming consoles. 

The service will allow a viewer to use its gaming console such as PS2 or PS3, PSP, Xbox / 360 

or Nintendo GC or Revolution, to connect to the internet to access the On-demand TV server, to 

request the media streaming (live or stored), and to playback (with different options) the content 

received on a standard TV (PAL System).  

While the technology is available, many solutions are could be implemented with different 

requirements, constraints, standards, performance and quality. This project will investigate the 

possible media streaming infrastructure, and will make recommendation for the deployment of 

such service. 

This project also aims at making recommendations on what tools and infrastructure to use for 

Internet streaming media. In particular the recommendation will discuss the following issues:  

¶ which products are available, what functionality and quality they offer;  

¶ how to serve users with different types of network access (PSTN, ISDN, LAN);  

¶ whether quality can be improved by caching and/or mirroring of media;  

¶ when it is efficient to use multicast techniques (Mbone or maybe the concept of 

forwarding servers) in the case of broadcasts;  

¶ whether bandwidth reservation (RSVP) can improve the quality and whether it is feasible 

to use RSVP.  

4. Development of Engine for Emerging Dynamic Storytelling (DEEDS) 

Research Team: Prof. Abdennour El Rhalibi, Prof. Madjid Merabti. Simon Cooper 

Industry Partner : BBC R&D, Dr Marc Price 

The aim of this project is to develop techniques that facilitate the convergence between 

traditional broadcasting and video games, by enabling the author to create compelling, 

interactive, story-based media for games platforms. 

Our investigation will focus on two orthogonal aspects: plot and characters.  For the plot, we 

shall explore the use of AI planning techniques (specifically meta-heuristics) for the mechanics 

of plausible plot progression.  For the characters, we shall draw on recent developments in 

communication and emotional models, in modelling believable personalities of artificial 

characters (non-player characters) and their relationships with one another and the user. 
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The project outcome will be an interactive storytelling software suite, with the knowledge and 

tools to create interactive content with stories as rich and compelling as contemporary linear 

drama. The project will serve as a prototype in preparation of a future bid, to work on interactive 

drama to be used in interactive TV. 

5. Body Sensor Networks for Predicting Potential Champions 

Research Team: Dr. Paul Fergus, Prof. Madjid Merabti, Prof. Abdennour El Rhalibi, Prof. A. 

Taleb-Bendiab, Dr. Kashif Kifayat 

In sporting academies it has long been a goal to spot next generation sporting champions. With 

the rising costs associated with their training and the potential loss of such talent due to poor 

management, much attention is now focused on improved scientific methods for talent prediction 

and for training and programme development. Evidently, current methods are ad hoc in nature 

and rely heavily on human expert judgment including metrics and benchmarks. Whilst, research 

into scientific methods and test beds for sport science is not new, many current techniques are 

either intrusive or laboratory based hence limiting their applicability to other sports that require 

mobile performance measurement (telemetry). 

Based on world-class research expertise in gait analysis for sportsman, and advanced wireless 

body-area sensor networks and high-stream data analysis and visualisation from the School of 

Sport and Exercise Sciences (SSES), and the School of Computing (CMP) respectively; this 

project aims to develop a fundamental understanding into full-motion modelling and analysis 

methods including associated test beds to support the prediction and follow up of potential 

sporting champions.  

6. A Model-Driven Framework to Support óSerious Gamesô Development 

Research Team: Dr. Martin Hanneghan, Prof. Abdennour El Rhalibi, Prof. A. Taleb-Bendiab, 

Mr. Stephen Tang 

 óSerious gamesô exploit gaming technologies in creating a fun and interactive learning virtual 

environment that promotes experiential learning. Many researchers believe that such innovation 

in learning technology can better motivate present day entertainment-driven learners to 

experience learning through meaningful learning activities as opposed to traditional learning 

approaches. However, realization of such vision presents huge challenges to many domain 

experts who intend to engage learners through such a medium particularly in the context of 

serious games creation which often involve huge budgets. This research attempts to address such 


